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1. Introduction

Smart grid security is a complex system that encompasses human, cyber and physical systems
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1. Introduction Em

General Enterprise Modelling-

The development Al is constantly reshaping the form of today's society

-
/ \ /n Artificial intrusion into physical systems from cybe; \
* Multi-fields: systems:

= Aerospace ®» [ranian Stuxnet Virus Attack

= Healthcare * BlackEnergy” attack on Ukraine's power grid

= Urban Construction = People and Al can't understand each other:
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» Electricity O&M scenarios with intelligent systems

= Multi-subject: (scenarios in this article)

= Cyber-Physical System = Overpowered Cyber Systems:

= A certain brand of car can't go back to the right
direction and hits a wall

= Cyber-Social System

= Cyber-Social-Physical System
r N = Problems recognizing a white truck by a certain brand ,
N e e e e e o o e e e e e e e e o e e e e e e e e o 7’ \___Ofcar ________________________ 7’

The Security of Double-Directional Cognitive Interoperability between Humans and Al is Imminent!



1. Introduction ' Em

General Enterprise Modelling

CPSS Security is a Complex System Engineering
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« Social System

« Cyber System

'+ CSS Integration and Interoperability

, CPSS Security Solution
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1. Introduction Em

General Enterprise Modelling-

= The Architecture Framework 1s like
a Venn diagram:

= Each subsystem has 6 key views
adapted from the Federal
Enterprise Framework version 2.0:

Security

— Unary System:

— Performance: requirements on
the business logic.

» Social systems

 Physical systems . o
— Behavior: the flow of activities

* Cyber systems to meet requirements.

— Binary System: — Structural: the organizational,

physical, and network structure
of people.

e Human-Machine System
(HMS)

— Application: the implementation
of system activities.

* Cyber-physical systems (CPS)

* Cyber-Social System (CSS)
— Infrastructure: the basic support
of the system.

— Ternary System:

« Cyber-Physical-Social
System (CPSS) _
N . CPSS Architecture

— Security: a core 1ssue in CPSS,
closely related to the other
models. /
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1. Introduction

@ e e o o — = —— - -~ Physical System Cyber-Physical System Cyber System Cyber-Social System  Social / Human System
\

= Consider potential security risks and issues that | vt e o e Fraimind
may exist during CPSS analysis, design, and I ™™ o — -~ e s
implementation in conjunction with the layer | — = R = e
dimension and the domain dimension. : s == b s —

» There are two smaller blocks within each. The : e . — T ey \;5mrity -
top left represents general matters and the | x —
bottom right represents security matters to be : e i o Foe cremision
considered in system analysis and design. e e o e — T e |

aterials, on Error Data e e

" The arrows from top to bottom represent the | S —— — b
logical sequence of the analysis process. |

" The horizontal arrows indicate that the analysis 1 Fj | o | = e Mm““m\d
and design of the CPS needs to be based on | e = ey clb -
physical and cyber systems, and the analysis and ! =
design of the CSS needs to be based on social : il | i ld e ot
and cyber systems. | " e e - o -

, i Searity Searly T o

. -7 CPSS Security Methodology



2 The Architecture, Methodology and Performance Analysis of the

The Electric Industry is One of the Lifeblood Industries- of Every Country
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‘= Currently, the autonomy and intelligence of the

electric power system are insufficient to achieve fully
automated component replacement and emergency
handling.

= [t 1s not challenging to comprehend that this accident
occurred precisely because humans placed excessive
trust in the protective capabilities of the Cyber
System.

= Neither the analysis methods tailored for industrial
production nor other individual systems, nor the
design concepts grounded on human-computer
interface interactions, align with the current case.

" The failure was triggered by double-directional
cognition, which was the fundamental premise

o = mm mm mm mm mm mm mm e e o Em Em Em Em Em Em e e e e = = e

s~ underlying the proposed_apalysis_architecture. _ _ _ _ -
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2 The Architecture, Methodology and Performance Analysi
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GeM

General Enterprise Modelling-

req[package] electrical power system-performance-CSs [electrical power sys!em~per(crmanr.e-CSSV

of the Social System and the Cyber System but
also take into account the requirement constraints
arising from their combined interaction.

«requirement»
Human-cyber intelligibility

«requirement»
Critical information
security

id="2.1.2"

text = "There is a need to ensure
that human and cyber systems
are aware of each other's actions
and understand each other's

id="2.1.1"
text = "Ensure that critical
system information is not

\
. o 1 Oblacine otn  SreqursiEgs
= Based on the constructed system architecture, it 1s | =i hfechnnt i
* b * Ite><:t=" e people and relevant : id:ll_l.:'l t
evident that system design must not only consider : o e e st
. . :a:::s&o:lltenornn s ederiveReqts = collaboration Ll - - “«derivereqts duplication of labor"
the performance and objectives of the three 1 “ — ]
. . . I te?<t ="People can interact
individual systems but also account for the , b s
. . . . . «requirement» 5 Security objectives of
interaction performance indices of the binary : e —
id="1.1"
systems and even the overall ternary integration : e Plsentiaiict:
. . . system, SUCh as people éﬂd ruleg - _ . Security objectives of CSS || v’e;e;
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2 The Architecture, Methodology and Performance Analysis

General Enterprise Modelling-
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secure and stable operation of the system.
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S ] uc [package] electrical power system-performance-CSS [electrical power system-performance uc-CSS)
= Due to the current technological limitations and | Social Cyber

sustainability requirements, not all O&M tasks ! System | electrcal powersystem|  System
can be fully automated by the Cyber Systems; 1
instead, corresponding personnel must assume | Regulating’
their respective responsibilities and perform the | i o m/ intelligent
necessary work. ! o e
The electric system O&M use case diagram, | servidngl\
which is constructed with a holistic perspective ! | Installaticly
starting from the demand. | bl et
This approach facilitates double-directional ' o
interactive cognition and understanding between ! Supervisory,
humans and AI within the complex CPSS of the 1 :&ec':;:'i /7
electric power system, ultimately ensuring the | L DSS

|

]




" the absence of interaction channels and an
excessive level of trust between the two parties
become apparent in the CPS interaction process
between humans and the pure electric power
system.

= For O&M activities:

=" people can leverage the Cyber System's
capabilities in computation, storage

= Cyber System needs to learn from people's
repair methods.

= Cyber Systems should transparently and
openly display every step of its execution and
operation, ensuring traceability.
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GeM

General Enterprise Modelling-

\sd [package] electrical power system-behavior-CPSS [electrical power system-behavior-CSS]

maintenance Cyber system
personnel
. =

-

-

-t

Feedback maintenance requirements()

Conceive a preliminary plan()

Planning staff arrangement()

Personnel prepare for work()

4 Verify the identity and qualification of personnel()

~

——
=

Guiding staff()

Personnel go to designated locations as required()

*Check Cyber system operating history() >

~

et

Feedback history information()

Check key points()

g

Provide guidance()

Plan to carry out restoration()

planning and
Feedback report completed() 1B scheduling

0

Schedule the next task()

Learn from this
- - experience()




3 Behavior and Structure Analysis of Electric Power Syste
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" The implementation of human integration into the
traditional CPS, aiming to achieve interactive
understanding and support between people and
the CPS system, and ultimately realizing effective
interaction within the CPSS, necessitates the
presence of corresponding structural components.

= A comprehensive CSS should comprise three
components: the Cyber System component, the
Social System component, and the CSS Connector.
Each of these components includes multiple
elemental structures, collectively facilitating
various functions and business processes within
the system.
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GeM

General Enterprise Modelling-

bdd [package] CSS Structure [electric power system structure-CSS) /

«block»
management
system

«block»
Operation and
maintenance
management
personnel

«block»
Social System
Component

«block»
Visual terminal
device

«block»

_| CSSConnector | | _

«block»
Biometric
recognition
algorithm

«block»
Optimal
scheduling system

«block»
Cyber System
Component

«block»
DSS




4. Conclusion

General Enterprise Modelling-

= Contributions:

— Proposes guidelines for selecting case studies based on the analysis of the security of CPSS, a complex SoS, using
the systematic analysis and design methodology developed by Li et al.

— Provides an overview of the electric power intelligent operation and maintenance system.

— Focuses on aspects such as demand, operational mode, interaction forms, and structural elements of double-
directional cognitive interaction between humans and cyber systems within the framework.

— Offers valuable insights for designing the electric power intelligent operation and maintenance system, and to
validate the proposed theoretical framework's effectiveness.

= Future:

— Construct corresponding generalized reference models and domain-specific reference models based on the
established architecture and methodology.

— The existing models can be expanded and analyzed comprehensively to thoroughly examine the requirements,
functions, and structures associated with intelligent O&M within electric power systems.
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GeM

Generol Enterprise Modelling-

Thank You!
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